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Abstract

The IT infrastructure of the modern power grid will
incorporate advanced network communications and
data metering, cyber-security infrastructure,
publish/subscribe information services and a variety of
automated demand/response analytics. To achieve this
vision, a complex set of IT platforms and energy
management services must interact as a collaborative
network, rich in the exchange of actionable information.

A significant challenge  will be information
interoperability.
The GridWise Architecture Council (GWAC) has

developed an Interoperability ~ Context-Setting,
Framework that defines eight layers of interoperability
required to establish the modern grid. A few of the layer
elements, such as basic hardware interfaces and network
connectivity are available as commodity IT. However,
there is considerable complexity in achieving
interoperability in GWAC layers 3 and 4, the syntactic
interoperability and semantic understanding of data.

If two or more systems are capable of communicating
and exchanging data, they are exhibiting syntactic
interoperability. Standardized data formats and
communication protocols are fundamental to achieving
syntactic  information interoperability.  Semantic
interoperability is the ability to automatically interpret
the information exchanged in a meaningfully and
accurate manner. To achieve semantic interoperability,
systems must share a common concept exchange model
and interpret axioms in the domain of discourse.
Expressing concepts and intent in the information
exchange model is complex. To succeed it must be
unambiguous and in machine interpretable form.

This paper presents information systems architecture,
information modeling and design patterns developed to
address  syntactic and semantic  information

interoperability.  Application to both the GWAC
Interoperability Framework and IEC Common
Information Model (CIM) are discussed. An information
interoperability model will be presented and used to
discuss technology concepts as well as map information
system functional needs to semantic technology
platforms, languages and standards.

Introduction

The power gridisin an ev olutionary state. Currently ,
drivent hroughl egacyt echnologies andc ontrolled
predominantly through manual techniques. However, inside
the engineering d epartments and p ilot p rojects of u tility
companies and energy applica tion providers the power grid
is migrating t owards t he vision of t he s mart gri d where
sophisticated in formation man agement systems will b e
integrated with power ge neration a nd di stribution sy stems
and tog ether will au tomate and optimize ho w en ergy is
produced, distributed and consumed.

The modern power grid stands, pe rhaps, as the next large
scale technology evolution. One can draw many similarities
to the evolution of th e internet as it grew from a disparat e
set of het erogeneous sy stems wi thout any pri or f ormal
means of int egrationt oa veryla rge scaleand open
community of web ser vers and their data linked through a
new generation of web protocols, we b st andards a nd
advanced sea rche nginet echnology. Anothersi milar
technology pro gression was th e system s integration t hat
corporations have rec ently achi eved as t hey tied t ogether
their disparate em ployee, payr oll, f actory, pr oduct and
customer data systems using a new generation of advanced
data integration and application integration platforms.

The modern power grid vision is quite similar to these two
examples of t echnology e volution. T he m odern g rid must
also address large scale systems integration and will require
evolution of new standards s pecific to the energy domain.
However, th e p ower grid will also requ ire in tegrating
complex powe r a nd anal og based elem ents and touche s
many human safety and regulatory issues that where far out
of the scope of the internet or the corporate IT evolution.



The modern p ower gri d stands as a large scale systems
integration challenge with the g oal of integrating both new
and legacy components to become a sui te of col laborative
energy gene ration, di stribution and dem and management
systems. A  distributed and complex syste m that lin ks
energy m anagement sy stems i n hom es, com mercial and
industrial com plexes with an en terprise of  en ergy
generation an d di stribution choi ces f ort he pur pose of
optimizing the way energy is produced and consumed.

Many facets of integration and inte roperability must be
addressed suc h as; net worki nterfaces and protocols,
instantiation of power device software in terfaces, new
business processes an d o rchestration m ethods, re gulatory
processes, | oad m anagementa ndb usiness workflow
algorithms and importantly the data all th ese systems must
interchange and process t o as certain what is occurring
across t he m odern p ower e nterprise. This paper di scusses
technology and architecture ¢ oncepts addressi ng
information integ ration an d in teroperability, argu ably, a
fundamental aspect of in tegrating the components that will
comprise the modern power grid.

1. POWER SYSTEMS INFORMATION SOURCES
Currently, most utility companies have limited capability for
interoperability acro ss th e ap plications asso ciated with the
power ge neration and di stribution sy stems. Th erefore, t he
modern power grid vision must address integrating a fairly
heterogeneous set of | egacy and ne w energy sy stems
applications and the variety of disparate data they produce .
Figure 1 offers a conce ptual view o fthe t ypical sui te of
components that support po wer gri d ope rations and wi 1l
serve as ¢ nterprise i nformation sources. The m odern grid
will ho sta wide variety of op erational ap plications that
include;

Energy Management Systems (EMS), Distribution
Management Systems (DMS) and Outage Management
Systems (OMS) t hat m onitor, co ntrol, and optimize the
performance of the generation and distribution systems and
capture ope rational and anal ytical data (i.e. SCAD A) that
represents t he gene ral st ate of grid o perations and power
system components.

Advanced metering infrastructure (AMI) that senses and
captures co nsumption data at resid ential, co mmercial an d
industrial sites.

Geographic Information Systems (GIS) that manage data
which re presents t opological and geospatial i nformation
about grid components and their state.

Customer Information Systems (CIS) a nd ot her Back
Office and Front Office systems that coll ect and m anage
customer information and account data as well as maintain
project, planning and e ngineering data used by the power
provider and utility organizations.

Asset Management Systemsth atm onitor in stallation
locations an d ot her at tributes, de vice co nfiguration,
equipment performance, inspection and maintenance history
and pending work orders as wel 1as measurements an d
controls of Smart Grid devices.

Demand Response Systems (DR) will serv e t o au tomate
enterprise lev el grid operations and perform functions that
provide ra pid and un-attended a utomation o f cu rtailment
based on price o rgrid i ntegrity, au tomate lo ad con trol,
automate fail ure respo nse, facilitate e-co mmerce lik e
dynamic pricing and perform control over distributed power
generation and storage systems.

IT Infrastructure will b e a critical p art o ft he m odern
power g rid an d will p rovide en terprise wid e n etwork
management and sec urity servi ces t o e nable rel iable an d
assured information operations.
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Figure 1 Power Systems Information Sources

Information Collection

From t he description of p ower sy stems com ponentsit is
recognized that data collection and persistence will exist at
many | evels acros st he m odern p ower ent erprise. To
perform t he aut omated de mand res ponse and ¢ ontrol
functions envisioned for the smart grid the distributed suite
of power system s components will need to collaboratively
publish and process information. It is clear th at in addition
tothe wide array of network and int erface le vel of
interoperability issu es t hat must b e add ressed t here also
exists a complex integration and interoperability need at the
information level. To operate as an integrated enterprise the
enterprise sui te of p ower sy stems co mponents nee d a
common vocabulary to interchange data structures and will
require a dvanced i nformation processing ope rationst o
facilitate interpreting and understanding what the distributed
and disparate data represents.

2. INFORMATION INTEROPERABILITY

The GridWise Arc hitecture Council (GWAC) was formed
by the U.S. Department of Energy (DOE) to promote and
enable interoperability am ong the m any entities that will



interact withi n the electric powe r system . The GWAC
developed an Interoperability Co ntext-Setting Fram ework,
shown in Figure 2,as amean sto defin e in teroperability
areas that nee d to be addre ssed to achieve the vision of the
modern power grid. The GWAC framework describes eight
categories of system in teroperability th at ran ge from lo w
level n etwork and system co nnectivity, up throug h data
interchange, business pro cess in teroperability an d at the
highest level of application interoperability defines elements
of regulatory and economic policy integration.

The GWAC interoperability categ ories 3 and 4 relate
specifically to data and call o ut two levels o f in formation
interoperability; Syn tactic and  Semantic in teroperability
respectively. The GWACm odeldefi nessy ntactic
interoperability as th e cap ability fo r syste ms to ex change
and understand common data structures. The GWAC model
defines sem antic in teroperability as th e cap ability fo r
systems to understand concepts in th e data th ey ex change.
Achieving th is lev el of in teroperability i s co mplex and
requires ap plication ofs upporting arc hitectural desi gn
constructs , in ~ formation m odelingt echnologies and
information management services.
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Figure 2 GWAC Interoperability Framework

Through ou r Micr ogrid research, Bala nce E nergy has
explored t echnology t o ad dress i nformation u nderstanding
insup porto fach ievingGW AClev el3 and4
interoperability. Balan ced evelopedan In formation
Understanding Reference M odel (IUM) th at rep resents the
content e xpressiveness (i .e. semantic st rength) of va rious
information rep resentation tech nologies a nd arc hitectural
techniques . The IUM serve s as a refe rence model to hel p
architects un derstand t he di fferent] evels of ¢  ontent
expression that can be achieve d when designi ng and
integrating information systems.

The va rious! evelsdi agrammedi nIUM desc ribe
information m odelingt echnologies and architectural
techniques tha t enable syste ms to expres sively excha nge
data and ultimately u nderstand t he con cepts in the data

being exc hanged. In the [UM hierarchy, the lowest tier of
information rep resentation is raw d ata and lack s fo rmal
content exp ression (i.e. weak sem antics). As the sem antic
hierarchy rises raw data is tag ~ ged with m etadata an d
becomes a sophisticat ed i nformation st ructure offering
richer content expression that leads to more effective search
and active discovery m echanisms. At the very top of the
hierarchy, dat ai sexpress ed wi thf ormal ont ological
modeling t echniques an dcarri es veryri chc ontext
expression that provides mechanisms fo rin formation
understanding and enables interpretation and reasoning.
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Figure 3 Information Understanding Reference Model

The IUM hierarchy highlights the fact that various levels of
information ex pressiveness ex ist with inth e GWAC
semantic and syntactic layers. Th e IUM offers i nsight into
how applications can m arkup and m odel data to be more
semantically and sy ntactically expre ssive. The di fferent
levels of con tent modeling described in the [UM hierarchy
can be leve raged to a ddress specific a reas of inform ation
interoperability and en sure arich er degree of i nformation
integration and interoperability in the modern power grid.

There are  two significant information un derstanding
techniques described in IUM and each must be planned for
toach ievein formationin teroperability. First, th e
“Taxonomy and Data Mediation” approach, bounded by the
circle in the [UM d iagram. This circle in IUM bounds the
facets of syntactic interope  rability and correspondingly
maps to layer 3 of the GW AC. The Taxonomy notion (i.e.
metadata model) add resses techniques used to de fine the
composition a nd co ntent o f dat a st ructures an d e nables



software systems to share a common syntax, vocabulary and
common methods o finformation t ranslation. A C ommon
Information M odel (CIM)i sbei ng derivedby t he
International Electro technical Com mission (IEC) and the
smart g rid commu nity. Th e CIMisanexam pleofa
controlled vocabulary used for common data interchange. In
formal information modeling terms the CIM is a taxonomic
model and falls at th e taxonomy level shown in the [IUM.
Note from the [UM that in addition to establishing a CIM a
complete solution must also address Data Mediation such as
policy based information translation and supporting lexical
references and gazetteer se rvices to ac hieve full GWA C
level 3 syntactic interoperability.

The second technique applied to information understanding
is “Fo rmal O ntological M odels” an di s bounded by t he
rounded rectangle in ITUM. This tier of [UM diagrams how
systems can e xpress the concepts, intent and beliefs held in
data. Developing semantic models to describe concepts and
intenti na domainreq uires s ophisticated algorithmic
constructs and h ighly ex pressive sem antic rep resentation
languages that enable m achine inference and reasoning. A
variety of al gorithmic techniques are typically incorporated
into semantic representation languages such as Set Th eory
and Bayesian Statistics. This area of [lUM maps to GWAC
level 4 , sem antic in teroperability. Th e [IUM g ives so me
examples of semantic representation models and algorithmic
techniques used to express the concepts and meaning held in
data.

It is important to analyze and derive a holistic design plan
for the information tagging and semantic markup during the
enterprise arch itecture an dsyste m integrationd esign
activities. Designing a common enterprise data model as an
independent activ ity only ad dresses h alf of th e in tegration
need, p olicy based dat a mediation, data re ference services
and s emantic rep resentation 1 anguagesarei mportant
supporting elements to the data model design. This holistic
approach en ablesth een terprise datam odels to be
considered as anelem ent of th e overall in formation
management fabric and fosters an i ntegrated and 1 ow risk
information management plan.

3. INFORMATION INTEROPERABILITY
ARCHITECTURE PATTERNS
Balance Ene rgy has a pplied va riousi nformation
interoperability p atterns during th e course o f d eveloping
architectures fo r inform ation in tegration proj ects. Sev eral
are presented here as e xamples of integrat ion m ethods t o
address informatio n in teroperability at GWAC lev el 3
(syntactic in teroperability) an d GWAC lev el 4 (sem antic
interoperability) .

Syntactic Solutions

Canonical Data Model : Application of an en terprise wide
data sch ema th atisu sed asaco mmon data in terchange
model for all components in a system. The canonical model
defines a com mon taxonomy for i nterchanging data. D ata
types, th eir attribu tes an d t heir hierarc hy are all typically
defined. The canonical model offers a mechanism to avoid
the N* problem that occurs when applications in a system
must maintain translation to every other existing schema in
a system. With the canonical model all systems only need to
convert fro m th eir native sch emato th e canon ical d ata
model. The IEC-61970 Common Information Model (CIM)
is an example of a canonical data model.

Policy Based Information Mediation: A rep ository of
rules a nd underlying data t ranslation m ethods created t o
define flexible, rul e-based mapping between data el ements
in a system. The policy based mediation offers a mechanism
to m ake d ata in terchange programmable and ex tensible
versus developing hard coded data mapping software.

Lexical Reference: A se tof software services a nd
underlying vocabulary dat abase used as are ference to
lookup the accepted meaning of words or data types when
translating or interpreting data.

Semantic Solutions

Decision Trees: A decision tree is a decision support model
that uses a tre e-like graph of decisions a nd the possible s et
of c onsequences or o utcomes. Sem antic dat a t ranslations
can be expressed in the tree graph by providing logic driven
paths that are transversed and mapped to derive a sel ected
data tran slation. One benefit o fa tree graph is th at it can
offer s ophisticated m echanisms o fon tology m erging
through | inking i n g raphs from ot her s ystems fort he
purpose of correlating the meaning of concepts in different
systems. The ontol ogy translationisa  mechanism to
perform dynamic, machine based information understanding
when exchanging data between systems with disparate data
models. Th is typ e o fcapab ility is requ ired to ach ieve
GWAC lev el4 i nteroperability — und erstandingan d
interchange o f conce pts i n different sy stems. A pop ular
semantic rep resentation langu age for building this type of
semantic graph is the RDF/ XML W3C standard.

Enterprise Knowledge Base: A Knowledge Base persists a
formal ontological model for a specific domain of discourse.
A kn owledge b ase is sig nificantly more ex pressive then
syntactic metadata tagging. It incorporates techniques such
as pre dicate logic or s ophisticated sem antic repre sentation
languages with em bedded a lgorithms that enabl e m achine
understanding, l earning and inference. A p opular sem antic
representation language for building ontology’s is the OWL
W3C standard.



Information Provenance and Pedigree Models: This is a
technique to provide tracea bility and unde rstanding of the

heritage of dataasitis exchange d acros s an enterpris e.
Incorporates a prove nance fa mily-tree ont ological m odel
with supporting query over ancestor or descendant resources
and data sy stems. Pro venance i nformation helps data
consumers und erstand an d trust data an d also en ables a

variety of useful analysis tools. Provenance information is
frequently used to enable systems to reconstitute corrupted
data (wh ether due to malicious attack or error) an d allows
authorized us erst o p ropagate warni ngst o do wnstream
process and derived data resources. Provenance information
can provide a use ful record of w hich resources are used
most o ften or sup port critical mission activ ities. Syste m
analysts can use th is in formation to id entify resources th at
should be m ade hi ghly avai lableo rr equire g reater
protection ag ainst cyb erattack .Ad ditionally,th e
provenance family tree can ai d discovery, by giving users
information about rel ated res ources or other data de rived
from the same ancestors. When a grid outage has occurred,
outage m anagement syste ms can use Provenance and
Pedigree info rmation to reco nstitute data sets and track

points of server failure or data corruption.

Knowledge Portal, Wiki and Communities of Interest
(COl) : Includes use of a web portal or semantic wiki with
sophisticated natural lang uage query, seman tic search and
knowledge authoring tools, community forums, etc.. Fosters
the devel opment of large  scale, enterprise  -wide us er
communities a nd so cial n etworking p aradigms th at al low
users to sea rcha ndacce ssdata fromothe  rsim ilar
communities of interest as well as | ink to gether knowledge
bases fro m related co mmunities to b uild b roader so cial
networks. As the smart grid vision proceeds forward users
will ultimately seek to form communities of interest within
and across neighborhoods (i.e. residential home owners with
smart therm ostats) . The CO I forum s will share tips and
experiences on how to better understand and optimize home
energy systems. Fostering network co mmunities is qu ite
popular in the internet and computer industry as it h elps to
reduce th ¢ overall co sts associated with tech su pport
resources. It is q uite common for the depth and quality of
information available on comm unity forums to far exceed
the quality of live tech support or information contained in
product manuals.

4. INFORMATION INTEGRATION USE CASE :
MICROGRIDS

Energy p olicies are pr omoting a nd re warding ene rgy
efficiency. Thisis  motivatingan ationwide d esire to
increase the application of re newable ener gy res ources,
distributed g eneration (D G) and su pporting energy stor age
devices. D G1i nstallations and particularly vari able,
renewable en ergy s ources are e nvisionedt ob ea key
component o ft hem odern power grid. Successful

application o f distributed generation requires an ent erprise
level, sy stem pers pective whi ch vi ews gener ation a nd
associated loads as an integrated and autonomous subsystem
or a “Microgrid”. Researc h and federally fu nded pil ot
projects ha ve dem onstrated t hat distributed generation
operating within a Micro grid is a viable energy efficie ncy
option and has the potential to g reatly improve our energy
generation and reliability issues.

A Microgrid is a localized, scalable, and sustainable powe r
grid consisting of an ag gregation of el ectrical and t hermal
loads and corresponding energy generation sources capable
of operating i ndependent o ft hel arger grid. M icrogrid
components include; distributed energy resources (including
demand management, storage, and generation), control and
management, securene tworkan d communications
infrastructure, and assured information management. When
renewable energy resources are included, they usually are of
the form of wind power, solar, hydro, geothermal, waste-to-
energy, and combined heat and power systems.

Microgrids perform dy namic cont rol o ver energy s ources
enabling autonomous and automatic, self healing operations.
During normal or peak loading or at times of p ower grid
failuret he Microgrid ca n operate i ndependently fr om
the larger grid an d isolate i ts ge neration nodes an d I oads
from t he di sturbance wi thout affecting t he larger grid’s
integrity. Independent Microgrid operation can  offer
higher reliability an d cost efficien cy th an th at pro vided
by traditional grid control.

The Microgrid is bot h an energy m arket cons umer and
provider of electrical power. Microg rids in teroperate
with existing power systems, inform ation syste ms, and

network infrastructure. The Microgrid may take the several
forms, such as a utility metropolitan area, a shopping center,
industrial park, college campus or a sm all energy efficient
community.

A technical co mplexity for Microgrids is enterprise lev el

data sensi ng, monitoring a nd ¢ ontrol oft he di stributed
components. Microgrid operations will needt o s upport
complex sy stem funct ions s uch as; new energy sources
being ad ded tot he M icrogrid wi thout m odification of
existing components, dynamic and a utomatic orchestration
of D G s ources, a utonomous an d sel f healing operations,
connectt o orisolate fromth et ransmission gridin a
seamless fashi on a nd m anage reactive and active powe r
according to the changing need of the loads.

The Microgrid operations described are quite dynamic and
address 1ow level control o f many M icrogrid com ponents.
New and lega cy com ponents will com prise the Microgri d
and the grid enterprise will be operating as a distributed and
collaborative suite of co ntrol , generat ion, distribution and
load nodes. The m ost fu ndamental Micr ogrid operations
will require a co mmon data ex change vocabulary to enable



the distributed components to share control and status data
as well as provide a m echanism for ne w sources to publish
source, lo ad an d power capab ilities. Ad vanced d emand
management and price a ggregation w orkflow o perations
will requ ire enterprise-wide in formation ex change an d
interpretation m ethods. Control ope rations like dy namic
decisions to  island th e grid or orch estrate d istributed
generation will req uire real -time monitoring and co mplex
information anal ytics. Ad ding newc omponentsa nd
integrating leg acy syste ms willreq uire ad dingd ata
translation and interoperability services. As described in the
GWAC Framework a nd NIST Smart Grid ¢  onceptual
models, in formation in terpretation and in teroperability will
be a significa nt and necessary ele ment of m odern power
grid operations.

5. CONCLUSIONS

Information m anagement concepts an d sy ntactic and
semantic technologies have progressed in parallel with the
recent ¢ omputer system s and IT e volution. Architectural
techniques now ex ist to en able in formation un derstanding
and inferen ce th atp reviously were o nly atte mpted in
university and industry research lab experiments. Semantic
technology has evolved to be well understood and practiced.
Computer, networka ndi nformation persistence
technologies have e volved and are ¢ urrently posi tioned t o
enable high performance co mputation and or chestration of
the types o fso phisticated so ftware sy stems required to
perform machine basedi nformationi nterchange a nd
understanding. It can be concluded that the G WAC vision
of ent erprise i nformation un derstanding i s reaso nable an d
in-line wi th current IT technology. Th rough experienced
application of th etyp esofin formation u nderstanding
patterns d iscussed i n th is paper an d th rough su pporting
enterprise arc hitecture design the modern power grid and
broad smart g rid vision can be addressed and fostered to
stand as a major p articipantin t he nextsign ificant
technology evolution.
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